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Chapter 1

Introduction

he APHIS Metastorm BPM Registration and Authorization Guide

provides Requestors, User Administrators, and Business Role Manag-
ers with information about the Metastorm BPM registration and authori-
zation process including:

= Requesting access to applications,

Establishing and verifying login accounts,
Processing requests for application access,
Managing various application access requests, and
Restarting application access requests.

The following sections define Metastorm BPM users and provide ITD Ap-
plication and Information Management (AIM) contact information.

1.1 De nition of Metastorm BPM Users

Metastorm BPM Users

Requestor A user who submits a request for access to Metastorm BPM ap-
plications.
Business Role Manager APHIS program manager who is responsible for processing

Metastorm BPM application access requests and managing user
role assignments.

User Administrator ITD-TMB Metastorm BPM administrator who is responsible for
verifying and creating Metastorm BPM login account IDs and
passwords. The User Administrator receives requests to estab-
lish new user accounts from the Business Role Manager.
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1.2 APHISITD Contacts

Location Contact Email Phone
Riverdale Brian Bowman Brian.E.Bowman@aphis.usda.gov 301-734-8753
Joshua Kessler Joshua.A.Kessler@aphis.usda.gov 612-336-3359
Minneapolis
Kathy Leners Kathy.A.Leners@aphis.usda.gov 612-336-3374
Fort Collins Paul Mihaly Paul.M.Mihaly@aphis.usda.gov 970-494-7089
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Chapter 2

Requesting Access to Metastorm
BPM Applications

ooooooooooooooooooooooooooooooooooooooooooooooooooooo

his chapter provides information about requesting access to Metastorm

BPM applications for both frst-time and subsequent requestors.
T e Metastorm BPM system will provide the frst-time requestor with a
permanent login 1D and a temporary password along with verifcation of
application access privileges. Requestors should use the login 1D established
during the initial registration for all subsequent requests for application
access privileges. When requestors log into Metastorm BPM for the frst
time, they are required to change the temporary password. All future logins
will require the original login ID and requestor-selected password for
access.

2.1 Requesting Access to Metastorm BPM Applications for First-
time Users

When a frst-time user submits a request for access to a Metastorm BPM application, the
following actions occur:

* The User Administrator establishes a login user ID and password, and
» The Business Role Manager grants access to the requested application.

1. Using Internet Explorer, access the APHIS TechCenter homepage located at:

http://techcenter.aphis.usda.gov/ework/

APHIS Metastorm BPM Registration and Authorization User Guide v. 1.6 7
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2.

3.

Click on the

link located under the Metastorm BPM

Resource Zone (see Figure 2-1).

News and Release Information

Q_. Metastorm BPM Upgrade Release Bulletin {ver. 7.5.1. February. 2008 N

Berver: Fort Collins Development

ber '@ eForms News Bulletin (February 2006) Riverdale Development S
e, Aunilabln o, E. v . . Wirarses pgabis o el snspasy

Production Server:

orm BPM Resource Zone

etastorm.com o
etastorm web site ‘

[T

RET:

Metastol

Developer Zone

in on Left <)

Login (Developers only, eForms ||

Figure 2-1: APHIS TechCenter Homepage

The Metastorm BPM Application Registration page opens (see Figure 2-2).

Figure 2-2: Metastorm BPM Application Registration Page
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Requesting Access to Metastorm BPM Applications

4.  Select the application that you are requesting access to from the dropdown menu.
5.  Select your relationship to APHIS from the dropdown menu.

6.  Enter your username. APHIS employees should enter their Windows network login
name, and all other requesters should enter their desired login name.

7.  Enter your full name, address, city, state, zip code, country, email address, and work
telephone number in the remaining required felds.

8.  Submit your Metastorm BPM application registration by clicking on the green submit
arrow in the lower right corner of the page.

9.  You willimmediately receive a Microsoft Explorer message box informing you that the
Web page you are viewing is trying to close the Window and asking you if you want to
close the window (see Figure 2-3). Click yes.

Microsoft Internet Explorer ]

:‘p The Web page you are viewing is frying to dose the window.
-

Do you want to dose this window?

Figure 2-3: Microsoft Explorer Close Window Message Box

2.2 Receiving Your Metastorm BPM Login ID, Password Information,
and Application Access

Once you have completed the Metastorm BPM application registration form, you will receive
email messages from the Business Role Manager informing you about the status of your
request. If your request is approved, you will receive three separate emails from the Business
Role Manager.

» The frst message confrms your Metastorm BPM login ID,

e The second message informs you that your request for access to a Metastorm BPM
application has been approved, and

e The fnal email provides you with your password for accessing the requested
application.

Once you receive confrmation of your Metastorm BPM login ID and password, you can login to
Metastorm BPM and access your requested application.
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Altis strongly recommended that you change your initial Metastorm BPM password. You can click
on the link that is provided in your Metastorm BPM application access email to open the change
password window. Or refer to Section 2.3 for information about changing your password via the
Administration Forms option after your first-time login to Metastorm BPM.

2.1.1 Initial Login to Metastorm BPM

1. Using Internet Explorer, access the APHIS TechCenter homepage located at:
http://techcenter.aphis.usda.gov/ework/

2. Click on the link located under the Metastorm BPM
Resource Zone (see Figure 2-4).

APHIS TechCenter

e Information
Bulletin (ver. 7.5.1, February. 2008
106)

=]
Fort Collins Development Server: %:1[6

=
Riverdale Development Server: %=

1 BPM for Developers

[ | Contact Information Metastorm BPM (formerly e-Work) Developer Zone

Semver Support and Questions

Login (Developers only, eForms login on Left <)

nsored by: APHIS-ITD-TMB

Figure 2-4: APHIS TechCenter Homepage

3.  When the Metastorm BPM login window opens, enter your Metastorm BPM user
name and password in the login dialog box. Click the green submit arrow (see Figure
2-5).
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B L L T e T T T
This is a United States Department of Agriculture computer system. which may
be accessed and used only for official Govermment business (or as otherwise
permitted by regulation) by authorized personnel. Unauthorized access or use
of this computer system may subject violators to criminal, civil, and/or
administrative action. 2All information on this computer system may be
intercepted, recorded, read, copied, and disclosed by and to authorized
personnel for official purposes, including criminal investigations.

Access or use of this computer system by any person, whether authorized

or unauthorized, constitutes consent to these terms.

B L L T e T T T

METASTORM
BPM®

& & 6§ 8

Copyright 2007, Metastorm Inc. All rights reserved.
Version 7

User name User Name

Password eesssses

Figure 2-5: Metastorm BPM Login Window

You now have access to the Metastorm BPM application access window. Figure 2-6 provides
an overview of the navigation and workfow environment in Metastorm BPM.

To Do List - Displays a list of items
requiring user action for processing

Watch List - Enables users to track the
processing status of workflow items

Blank Forms - Allows users to initiate
a Metastorm BPM application process

Administration Forms - Provides users with access to
processed workflow items and administrative applications

Metastorm BPM server login  ——

Metastorm BPM server logout

- g ol A E— L e
Baleal s [Tt : Canmzma 1 [ | - '&fﬁfﬁ@l
N

] Metastorm BPM Server

ek Ae 5
BOCATT AL TSR e g et T e
A A Query : Query by content Find folders by name, subject, originator and creation date
P|Splays alist Of W_orkﬂow : Find folders [acted on by yourself or another user Query Query by history
Items and appllcatlon Find foldkrs by process, stage and priority a Query Query by status
access options dependent — — RPMS Admin PRA Search
q WTI imin forms Edit Sea Results
upon Toolbar selection WTk Admin Forms Edit Search Results Non HTML
eWork User [Mgmt :Change eWork User Email Address
nt : Change eWork ser Password eWork User |
| E— )
—

Figure 2-6: Metastorm BPM Navigation and Workflow Options
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2.3 Changing Your Account Password and eMail Information

The following instructions for Metastorm BPM login password and email updates apply to both
frst-time and subsequent users who are requesting password changes.

1. Login to Metastorm BPM and select Administration Forms to access the
process option (see Figure 2-7).

= : 2 VIETASTORM

CRE o L BPM®
K & 3 2| ¥ pagelofl

...... orms Browser Seitings EsEm SS TS éCustom ize the formattivné;fhd“astte:, times and To Do and
Mana&;:ﬂ:t;;tur r Password and Email Utilityg Manage Metastorm user password & email address

Ty Gy By IR Find folders by name, su:liet;t, originator and creation
Figure 2-7: Change BPM User Password Option in the Administration Forms Menu
2. When the window opens, click the checkbox

next to Change Metastorm Account Password. When the new password feld opens, enter
your new password (see Figure 2-8).

Metastorm User rassword and Email Address

o

New_Password

1) Must be atleast 12 characters long
) hus, tain atleast ] | 1 number, any ecial chal

Figure 2-8: Changing your Metastorm BPM Password
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3.

You can update your email information by clicking on the checkbox next to Update Email
Address. Enter your email address in the New Email Address feld (see Figure 2-9).

ENEN -

. =

e

l..-- - “ P rrd e Fl.l-" ﬁ;?!’;‘ﬁﬁ"ﬁj nn:»:- in H.‘?ﬁ‘—rﬁ‘lj;“ﬁf—; (I‘\./"'-_'”V’---nv-”'-'"‘ 'f/w‘._hrh.,",:,_r.

e [ [T ! L S ————
i =

@iapHis.isdd:gov.. . 1 ”H ‘ -Ill_lﬂll_l. -

Figure 2-9: Changing your Metastorm BPM Email Information

Click the green submit arrow to update your Metastorm BPM password and email information
(see Figure 2-10).

Metastorm USer Password and Email Address

st 12 characters long 1) Must be atleg

tleast 1 letter, 1 number, and 1 special character 2) Must contain g
characters include daollar sign ($). pound sign (#), and underscare ()

ary of the previous 24 passwords

be changed only once in a 24-hour period

Figure 2-10: Submitting your Updated Metastorm BPM Password and Email Information
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2.4 Requesting Application Access for Established Metastorm
BPM Users

Users who have established a Metastorm BPM ID and password can request access to
additional applications using one of two methods:

24.1

1.

Complete an application access request using the Metastorm BPM Application
Registration Web page, or

Login to Metastorm BPM and use the menu to complete an application
registration request.

Requesting Access to Additional Applications Using the Metastorm
BPM Application Registration Web page

Login to the APHIS TechCenter homepage located at:
http://techcenter.aphis.usda.gov/ework/

Click on the link located under the Metastorm BPM
Production Server (refer to Figure 2-1).

Complete all felds on the registration page (refer to Figure 2-2). Be sure to use the
username that was originally assigned to you after your frst request.

Submit your Metastorm BPM application request by clicking on the green submit
arrow.

Click yes to close the Internet Explorer message box and registration window (refer to
Figure 2-3).

The Business Role Manager will process your request for application access privileges and
send you an email notifcation regarding the status of your submission. Dependent upon your
authorization status, you may receive an email approving or denying access to the application.
If you have any questions regarding the outcome of your application access request, please
contact a Business Role Manager. Contact information for the Business Role Manager is
provided in the email notifcation.

14 APHIS Metastorm BPM Registration and Authorization User Guide v. 1.6



Requesting Access to Metastorm BPM Applications

2.4.2 Requesting Access to Additional Applications Using the Blank Forms
Menu in Metastorm BPM

1. Login to Metastorm BPM and select Blank Forms to access the
option (see Figure 2-11).

— I METASTORM
fﬁ‘ ﬂ BPM®

K| |&| 3 |= ¥ pageiofil

Process a Description
Manual AD14 REQUEST FOR SUPPLIES, FORMS, AND/OR PUBLICATIO
Employee Metastorm Registration Apply for access to Internal proc

Cata

|l 3
Flight request : Request authorization for a flight
Manual OPM71 Request for Leave or Approved Absence

Figure 2-11: Employee Metastorm Registration Option on Blank Forms Menu

2. Click once on Employee Metastorm Registration to open the
window. Your information is automatically pre-flled in the
username, name, and email felds (see Figure 2-12).

M User

jakessle@aphis.usda.gov

Figure 2-12: Pre-filled Metastorm BPM Application Registration Window
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3. Complete the application registration page and click the green submit arrow.

The Business Role Manager will process your request for application access privileges

and send you an email notifcation of the status of your submission. Dependent upon your
authorization status, you may receive an email approving or denying access to the application.
If you have any questions regarding the outcome of your application access request, please
contact the Business Role Manager(s). Contact information for the Business Role Manager(s)
is included in the email notifcation.
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Chapter 3

How User Administrators Verify and Create
Metastorm BPM User Login Accounts

oooooooooooooooooooooooooooooooooooooooooooooooooooooo

his chapter provides Metastorm BPM User Administrators with

information about verifying and creating Metastorm BPM login
accounts. When a request for login account setup is submitted, the User
Administrator receives an email notifcation. T e new request is accessed
and processed via the User Administrator’s To Do List. Ifa request
remains in the User Administrator’s To Do List for more than three days,
an email is sent to the AIM monitoring group for resolution and processing
of the request. This chapter provides detailed information about:

= \krifying user login account information, and

» Creating new Metastorm BPM login accounts.

3.1 Verifying Metastorm BPM User Login Accounts

Prior to creating a new Metastorm BPM user login account, the requestor’s account informa-
tion should always be verifed. For example, a requestor who has an established login account
may submit a request for application access using an invalid user ID, which would prompt the
Business Role Manager to send you a request to establish a new login account. The verifca-
tion process prevents the establishment of a new user login account and resends the previously
created user ID to the requestor.

APHIS Metastorm BPM Registration and Authorization User Guide v. 1.6 17
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1. Login to Metastorm BPM and select your to access the new request (see
Figure 3-1).

&g= i METASTDE!FM_”

] K & 3 =2 M pageiofi

| Updated | Stage |Priority|l}eadline |
T Metastorm BPM Server [, o 1s proc: - {6/25/2007 | Create | : :
[ APHIS Proc Reg Reg2792 3:33PM | UserlD |

Request Userld setup

Figure 3-1: Metastorm BPM User Administrator To Do List Window

2. Click once on the Create UserID option to open the Metastorm BPM Application
Registration processing window (see Figure 3-2).

Initial Registration

FAS eFRES ¥

goreenefas

gary
ulie.kripp@aphis.usda.gov

100 n

mpls R | IR

Japan

6123363246

iktripp

L Create UserID Metastorm Userld exists

Figure 3-2: Metastorm BPM Application Registration Processing Window
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How User Administrators Verify and Create Metastorm BPM Login Accounts

To verify if the requestor has a pre-existing Metastorm BPM login account, click
to open the verifcation window (see Figure 3-3).

""I'
Pablo Picazso

earsi=apt o
paula.| cowen{@aphis. usda. gov pCOWEn
Fent Yazhizumi kent. z yoshizumilSaphis. usda. gov | kyoshizumi
John . Mitzel johr.r. mitzel{ziaphiz. usda. gov jmitzel
Edward T. Uyeda edward tuyedal@aphis usda.gov  |euyeda
Friz Caraher kris.caraher@iaphiz usda. gov kezaraher
Michelle Schmid julie. k. ippizhaphis. usda. gov

Figure 3-3: Metastorm BPM User Login Account Verification Window

Type the requestor’s last name in the search feld and click Search (refer to Figure
3-3).

The system will search for the requestor’s last name. If no match is found, the system
will return a blank window indicating that the user does not have an existing account
(see Figure 3-4). Click the red cancel square to close the verifcation window. Refer to
Section 3.2 for information about creating a new user login ID and password.

Pablo Picasso

B | 4= = =

Meme  eMaldddess  Useame

Figure 3-4: Blank Metastorm BPM User Login Account Verification Window

APHIS Metastorm BPM Registration and Authorization User Guide v. 1.6 19



Chapter 3

6. If amatch is found, the requestor’'s name, email address, and user ID will appear in the

search window display grid (see Figure 3-5). Click the red cancel square to close the
verifcation window.

Pablo Ficasso
picaszo

IIEIE]

Pablo

Figure 3-5: Metastorm BPM User Login Account Verification Showing a Name Match

7. When you return to the Metastorm BPM Application Registration processing window,

click to open the confrmation window (see Figure 3-6).

Pablo Picasso

ppicasso

User Administrator - Be sure to update user ID to reflect
existing login id.

Updated uzer ID to reflect existing login 1D, Thanks

Figure 3-6: Metastorm BPM User Login Account Exists Confirmation Window
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How User Administrators Verify and Create Metastorm BPM Login Accounts

8.  Enter the previously created user ID in the User’s ID feld, add any comments
regarding the account in the Notes section, and click the green submit arrow (refer to
Figure 3-6).

9.  The original user ID information is emailed to the requestor.

3.2 Creating Metastorm BPM User Login Accounts

After you verify that the requestor does not have a previously established user account login ID
and password, you can establish a new login account.

1.  When you return to the Metastorm BPM Application Registration Processing Window,
click Create UserlD to open the new user login account processing window (see
Figure 3-7).

Created uzer D and password. Tharks

Pablo Pizasso

Figure 3-7: Metastorm BPM New User Login Account Processing Window

2. The user ID feld is automatically pre-flled with the requestor’s user name. Enter
a password in the Assigned Password feld and add any comments regarding the
account setup in the Notes feld. Click the green submit arrow (refer to Figure 3-7).
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3. Two emails are sent to the requestor about the login account information. The frst
email contains the requestor’s login user ID, and the second email provides the
requestor with a temporary password.

& The second email is sent after the Business Role Manager approves access to the requested applica-
tion.
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How Business Role Managers Process
Application Access Requests

oooooooooooooooooooooooooooooooooooooooooooooooooooooo

his chapter provides Metastorm BPM Business Role Managers with
information about processing application access requests. T e Business
Role manager has the ability to:

e Submit requests for new login accounts to the User Administrator,

Assign application roles to both new and subsequent Metastorm
BPM login accounts,

Deny and cancel application access requests,
\erify previously assigned user role application access privileges, and
Edit application access requests.

When a Requestor submits a request for application access privileges, an
email notifcation is sent to the appropriate Business Role Manager. If a
request remains in the Business Role Manager’s To Do List for more than
three day, an email is sent to the AIM monitoring group for resolution and
processing of the request.

4.1 Processing Application Access Requests from First-time Metas-
torm BPM Users

The Business Role Manager is not able to assign a requestor application access if the requestor
does not have an established user login account. To establish a new user login account,

the Business Role Manager sends the request to the User Administrator. Once the User
Administrator creates the login account, the Business Role Manager can assign access to the
requested application.
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To process application access requests from frst-time users

1. Login to Metastorm BPM and select your to access the new request (see
Figure 4-1).

[/ [€][3] (][] page10r1

2] Metastorm BPM Server

] APHIS ProcReg APHIS Proc:  §/25/2007 _ Anah Employee Metastorm

nalyz
Regz7ag | SFOrmS access - Louis Armstrondidgi o F{Eg\lsntfroatmn ] Reg/etration

Figure 4-1: Metastorm BPM Business Role Manager To Do List Window

2. Click once on the request to open the Metastorm BPM Application Registration
processing window (see Figure 4-2).

Initial Registration ‘

Metastorm BPM Application Registration

Please complete the contact information below. vou will receive information

via Araail romosclio o deie, o

IR

T
b T i ol

=l e g T eFormms

B A PHIS Emplo

MewAccount

MNew User

it P&
hakessle@aphis uscla.gov
ey s

|21 60 Center Ave

Zip Code Ty Slate
\_L”IBEISZG i [Fort Callins Jco
ity
|Umted Statas j
WO e
| 123-456-7890

| Cancel Request '”Q] m E‘"“. Request UserId setup (N Edit Request

Figure 4-2: Metastorm BPM Application Registration Processing Window
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How Business Role Managers Process Application Access Requests

3. Four action tabs are located at the bottom of the processing window (see Figure 4-3).

& The Request UserlD setup action tab is only available when the application access request is from a
ﬁm‘-tz’me Metastorm BPM user.

[ w] [0
l l l l

Sends the request to the Opens the application Denies access to the Cancels processing of the

User Administrator for new access requestin an application and places the request and places it in the

user login account setup editable processing request in the Business Business Role Manager’s
window Role Manager’s Watch List Watch List

Figure 4-3: Metastorm BPM Application Registration Processing Window Action Tabs

4.  If you determine that the application registration request requires any corrections or
additional information, click Edit Request to open the application in an editable window.
Make any necessary changes and click the green submit arrow to update the request
and return to your To Do List.

5.  Click Deny Access if you want to deny access to the application. The request is placed
in your Watch List and an email is sent to the Requestor stating that the request has
been denied.

6. To cancel processing of the request, click Cancel Request. The request is placed in
your Watch List and an email is sent to the Requestor stating that the request has
been canceled.

/ You can restart a denied or canceled app[z’mtz’on access request at any time fmm your Watch List.
Refer to Chapter S for information about restarting application access requests.

7. To send the request to the User Administrator for a new user login account ID and
password, click Request UserlD Setup.

8.  When the new user login account ID and password request window opens, type any
comments regarding the account setup in the Notes section and click the green submit
arrow (see Figure 4-4).

9. The application request is sent to the User Administrator.
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Flease establizh new uzer login account 1D and password. Thanks.

Gordon Sumner
gsumner

Figure 4-4: New User Login Account ID and Password Request Window

4.1.1 Assigning Application Access after UserlID Login Account Setup

Once the User Administrator creates a user login account ID and password for the Requestor,
you can assign user access to the requested application.

1. Login to Metastorm BPM and select your to access the request (see Figure
4-5).

# The Message column states UserID Created indicating that a new user login account has been
established.

&la= o] METASTDEFlem_”
=] _"‘ = T =+ H pagge1ofil

[:})!_-.m.d“i|r|-)!_-| Hlessnoe Foldsr o Subijzck |l_l| pdj-mt-&dil Simge F‘rimritﬂ
: 0 [Metastorm BPM Server . Analyze :

Userld Created eForms access - Gordon Sum%ﬁogﬂi ERegistrationg =]
: 1 i Info

Figure 4-5: Metastorm BPM Business Role Manager To Do List Window
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2. Click once on the request to open the Metastorm BPM Application Registration
processing window. Notice that the action tabs have changed to include the Assign
Access processing option. In addition, you still have the ability to edit the request,
deny access, or cancel the request (see Figure 4-6).

.N User “

i
1 Fmail Adrrocs

2150 Center Ave

.. Siete  _ . ZinCnores —
[co | [sosz8 ‘ |F|:|rl Callins

Cclumry
b ez oamarzz = 3 5

I' £3-4E6-7820

f Submitted By

—

-

4

4 [ Edit Request Cancel Request

L

Figure 4-6: Updated Action Tabs on the Metastorm BPM Application Registration Processing Window

3. Click to open the application access approval window. Verify the
Requestor’'s Name and Email Address in the left column matches the information in the
right column. If the information is correct, check the box to confrm and click Next (see
Figure 4-7). If the Name and Email Information do not match, go to Step 6.

1. Verify the Name and Email
Address in the left column
matches the information in the
right column.

Email Address (from database) Email Address

| |[inxessie@aphis usda gov jakessle@aphis usda gov
I 2. Check the box to confirm [k
* | YES, information represents same person, click here the information is correct. = -
H k. KS w |k
_ | MO, information does not represents the same person, click :

Search to locate correct user. [\ lcamame Search Kenya V"

(o o) )

Figure 4-7: Application Access Approval Window
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4. When the window opens, select the application role by clicking once
on the role in the list (see Figure 4-8).

& More than one application role can be selected. To select all available roles in a list hold down the
Shift key and highlight all roles. To select roles not in sequential order, hold down the Control
(Ctrl) key and click on each separate application role.

AdvROVisibility

Crmem

ForeignAllowAssistant
ForeignAllowAssistantFAS.

ForeignAllowEmployee

ForeignalowEmplgyeeFAs.
ForeignAllowHQPersonnelApprowver
ForeignAllowHQPersonnel ApprvFAS

Figure 4-8: Approving Application Access

5.  Click Finish to assign the user access to the requested application (refer to Figure
4-8). The Requestor receives an email stating that access to the requested application
has been approved.

0. If the Name and Email Address information does not match, click View Username
Search (see Figure 4-9).

e S
Gkessle@aphis.usda.goy

Yiew s &rdme Search

Figure 4-9: View Username Search Option
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7.  When the Username Search option opens, enter the user’s last name in the search
feld and click Search (see Figure 4-10).

123-456-7390

ol
0

IE I

Neme  eMailAddiess  UseName
NUser akessle@aphis usda gov

: nu
Mew User 3 esslei@aphis usdagoy nugerd

Mew User b joshua.a kesslerE@aphis.usda.goy| nuser

Figure 4-10: Username Search Field

8.  After you locate the correct User ID, click once on the row of data to select it. The
Name and Email Address information is automatically updated in the request.

9. Click once on the approved role to highlight it, and click the green submit arrow to
assign the user access to the requested application. The Requestor receives an email
stating that access to the requested application has been approved.

10. If you are not able to fnd the correct User ID in the Username search, check the box to
request User ID setup, and click the green Submit arrow (see Figure 4-11).

Close Search

= & =5

Neme  eMolAddress  UseNeme 2
NUser jakessle@aphis usda.gov
: i o L

I n

Mew User 3 jakessle@aphis.usda gov nuser3
Mew User b joshua.a kessler@aphis usda.gov|nuserd -

heck this box to request
ser ID setup, and click
2 green Submit armow.

Figure 4-11: Create New User ID Check Box
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11. When you return to your click once on the request to open the Metastorm
BPM Application Registration processing window. Notice that the action tabs have
changed to include the Request Userld setup processing option. In addition, you still

have the ability to edit the request, deny access, or cancel the request (see Figure
4-12).

juest Userld setup

Figure 4-11: Create New User ID Check Box

12. To send the request to the User Administrator for a new user login account ID and
password, click Request UserID Setup. When the new user login account ID and
password request window opens, type any comments regarding the account setup
in the Notes section and click the green submit arrow (refer to Figure 4-4). The
application request is sent to the User Administrator.

13. You can assign access once the new user login account ID and password have been
created.

4.2 Processing Application Access Requests from Established Metas-
torm BPM Users

1. Login to Metastorm BPM and select your to access the request (see Figure
4-12).
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2 g= - METASTORM

BPM™

=] W & 3 = H page1ofil

Folder & | Subject | Updated | Stage | Priority | Deadline | Message
i Analyze ; ;
Reg istration;

= Metastorm BPM Server
"] APHIS Proc Reg

Employee Metastorm
: Registration

eForms access - Gord 5?11612007
: % 11:08 AM

Figure 4-12: Metastorm BPM Business Role Manager To Do List Window

2. Click once on the request to open the Metastorm BPM Application Registration
processing window. In addition to viewing the initial registration page, two additional

tabs at the top of the window allow you to view notes and user role assignments( see
Figure 4-13).

User Role Assignments

User Role Assignments

United States

123-456-7890

1. Initial Registration

i it Request =

2. View Notes

L4 Edit Request Cancel Request Jll Revoke Access JRCINEN]

3. User Role Assignments

Window tabs enable the Business Role Manger to view:

1. The original application registration page,
2. Any comments associated with the request, and
3. The current roles assigned to the Requestor.

Figure 4-13: Metastorm BPM Application Registration Window Tabs
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2 Tabs at the top of the window only allow you to view individual pages; you must use the action tabs
at the bottom of the window to process the request.

3. Five action tabs are located at the bottom of the processing window (see Figure 4-14).

=i _/ ‘ \W“vwﬂ%wﬁ% Ta Ppr— J"’-n\-/\\d‘-\—-._r"u_\—‘IA.\ e

[ w| (O]
l 1 l | l

Opens the request in Opens the ap- Denies access to Cancels processing Revokes the Requestor’s

an editable processing  plication access the application and of the request and access to an application

window approval window  places the request places it in the Busi- and places the request
in the Business Role ness Role Manager's  in the Business Role
Manager’s Watch List Watch List Manager’s Watch List

Figure 4-14. Metastorm BPM Application Registration Processing Window Action Tabs

4.  If you determine that the application registration request requires any corrections or
additional information, click Edit Request to open the application in an editable window.
Make any necessary changes and click the green submit arrow to update the request
and return to your To Do List.

5.  Click Deny Access if you want to deny access to the application. The request is placed
in your Watch List and an email is sent to the Requestor stating that the request has
been denied.

6. To cancel processing of the request, click Cancel Request. The request is placed in
your Watch List and an email is sent to the Requestor stating that the request has
been canceled.

2 You can restart a denied or canceled application access request from your Watch List. Refer to Sec-
tion 5.1 for information about restarting application access requests.

7. If you want to revoke access to an application, click Revoke Access. When the
Revoke Access window opens, verify the Requestor’s Name and Email Address in the
left column matches the information in the right column. Check the box to confrm the
information is correct, and click once on the application role that you are revoking to
highlight it. Click the green Submit arrow (see Figure 4-15).

8. The request is placed in your Watch List and an email is sent to the Requestor stating
that application access has been revoked.
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PO e ORI T sy

he Requesici's Name and

14 Click the green
=

Figure 4-15: Revoke Access Processing Window

9. Choose Assign Access to open the application access approval window. Follow steps
four through 13 in the previous section for approving user role access to a Metastorm
BPM process.

10.

Once you have approved access, the Requestor receives an email stating that access
to the requested application has been approved.
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Working with Restarted Application
Access Requests

oooooooooooooooooooooooooooooooooooooooooooooooooooooo

his chapter provides Metastorm BPM Business Role Managers with
information about restarting previously processed application access requests.
Once an application access request has been restarted, Business Role Managers can:

e Request user account establishment,

e Editthe request,

e Assign, deny, or revoke user role access, and
e Cancel the request.

5.1 How Business Role Managers Restart Application Access Requests

As the Business Role Manager, you can restart application access requests using your Watch
List or Blank Forms List. The method you use to restart an application access request is based
on whether or not you originally processed the request. If you originally processed the request,
then it appears in your Watch List. You can restart the request from your Watch List and repro-
cess the request.

If the request was processed by a different Business Role Manager, then it will not appear in
your Watch List. To restart the request you have to complete and submit an application regis-
tration request for the user using the Registrar BPM Registration option on your Blank Forms List.
When you submit the application registration request, it appears on your To Do List and you can
reprocess the request. The following sections discuss both options for restarting an application
access request in detail.

5.1.1 Restarting Application Access Requests Using the Watch List

1. Login to Metastorm BPM and select your to access previously processed
application access requests (see Figure 5-1).

APHIS Metastorm BPM Registration and Authorization User Guide v. 1.6 35



Chapter 5

& g™ ARy METASTORM

BPM®

<] W+ % % H pagelofil

=7 Metastorm BPM Server

Folder Subject Updated Stage  Priority| Deadline
i 1/25/2008 ! ‘

Process

bt nd

_[] APHIS Proc Rea '&T.{?j{m eForms access - Bob Jones

pHIS Proc eForms access - Mary Smith % ¢ 1/25/2008 : Process s Cancel Request

9 Insert Role

92830 { 10:40 AM | Completed

Figure 5-1: Metastorm BPM Watch List Window

2. Click once on a request to open the Metastorm BPM Application Registration
processing window. In addition to viewing the initial registration page, two additional
tabs at the top of the window allow you to view the current user role assignments and
an audit trail of the request (see Figure 5-2).

Initial Registration T User Rale Assignments Audit Trail

i Initial Registration User Role Assignments 5 audit Trail

APHIS Employes

jakessla@aphis.usda.gov

123 Amywhere St

4| Restart Request

1. Initial Registration

2. User Role Assignments

Window tabs enable the Business
Role Manger to view: 3. Audit Trail
1. The original application registration

page,
2. The current roles assigned to the

Requestor, and
3. An audit trail of the application access

request.

Figure 5-2: Window Tab Views on a Previously Processed Registration Request
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& Tubs at the top of the window only allow you to view the individual pages; you must use the action
tabs at the bottom of the window to process the request.

3.  Two action tabs are located at the bottom of the processing window (see Figure 5-3).

[e
l l |

Restarts the requestand ~ Removes the application access
places it on your To Do request from your Watch List and
List for processing archives the registration

Figure 5-3: Action Tabs Available on a Previously Processed Registration Request

4.  If you want to remove the application access request from your and archive
the registration, click Archive Folder. When the confrmation window opens, click the
green submit arrow. The registration is archived.

5.  To restart the application access request, click Restart Request. When the
confrmation window opens, click the green submit arrow. The request is moved to

your

5.1.2 Restarting Application Access Requests Using the Blank Forms List

1. Login to Metastorm BPM, select your and click once on the Registrar
BPM Registration action option (see Figure 5-4).

. METASTORM

Y N - I

K| | % = " pagelofl

Process a Description
AD14 ; Manual AD14 REQUEST FOR SUPPLIES, FORMS, AND/OR PUBLICATIONS

APHIS Proc Reg éEmponee Metastorm Registration Apply for access to Internal process
APHIS Proc Reg Registrar BPM Registration : Registrars submit access reguests for users |

Figure 5-4: Registrar BPM Registration Action Option in Blank Forms List
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2. Whenthe
window opens, enter information for the user whose registration request you are trying
to restart. When you complete the application registration felds, click the green submit
arrow (see Figure 5-5). The request is moved to your To Do List.

APHIS Employes -

aanderson

Tl

Andrew Anderson

ot o Gephis

[ 1254 Conter Ave
_ co | b=t Anpwhere

United States

L
_ 123-456-7631|
|

Figure 5-5: Completed Application Registration for APHIS Employees by Process Registrar Window

5.2 Processing Restarted Application Access Requests

1. After you restart an application access request, choose your and click once
on the restarted request (see Figure 5-6).

25= RF-IE METASTDFIM
BPM®
K & 3 3 A pagerofi
Folder » ‘ Subject | Updated | Stage |Priority‘ Deadline ‘
= Metastorm BPM Server i Anal :
Rt i s - ful _hnavze | : =
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Figure 5-6: Metastorm BPM To Do List Showing Restarted Request
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2.  The Metastorm BPM Application Registration processing window opens (see Figure
5-7).

Initial Registration ‘ User Role Assignments

APHIS Employee x

nuser

T (ST | =R

nuser

N Edit Request Cancel Request Revoke Access [T (]

Figure 5-7: Metastorm BPM Application Registration Processing Window

3. Refer to Section 4.2 for information about editing the request, assigning access,
denying access, canceling the request or revoking access.
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Verifying User Role Assignments

his chapter discusses the Query User Role Assignments feature that allows

Business Role Managers to search user role assignments. Access to the
Query User Role Assignments feature is automatically assigned to Business Role
Managers who manage a Metastorm BPM business application.

6.1 Using the Query User Role Assignments Feature

1. Login to Metastorm BPM and click Administration Forms to access the Query User
Role Assignments option (see Figure 6-1).

& f= A TE METASTORM,

=] K & N =2 = page1ofi

Process a Action Description
Browser Settings

= Metastorm BPM Server

Browser settings :Customize the formatting of dates, times and To Do and Watch lists|

Query Query by content Find folders by name, subject, originator and creation date
Query Query by history Find folders acted on by yourself or another user
Query Query by status Find folders by process, stage and priority
Query User Role . Enables the business role manager(s) to query user role
Assignments Query Role Assignments assignments.
T —— B .
k Admin Forms g Edit Search Results g
I Admin Forms i Edit Search Results Non HTML
ork User Mgmt Change BPM User Email Address: < e
ork User Mgmt i Change BPM User Password €

Figure 6-1: Query User Role Assignments Processing Option
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2. Click once on Query User Role Assignments to open the query window (see Figure
6-2).

Procedure Name | x| _Search by Procedure |
User Nare | | | $earch Name within Procedure

A EIEDPage 1 of 335

NAME ROLENAME FROCEDURENAME

Figure 6-2: Query User Role Assignments Window

3.  Choose the Procedure Name from the dropdown menu and click Search by Procedure
(see Figure 6-3).

Procedure Mame m Searct o Procedure S
Lizer bizme | | smnmwﬁhﬁml ’

*

EAEIEIEN Page 10f 335 f

N

_"'"..\

i [ ™

Figure 6-3: Search by Procedure Query Option
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4.  The query window displays the Name and Role Name of all users associated with the
selected procedure (see Figure 6-4).

Procedure Name l eFoms ;” Search by Procedure I
User Name | | %earch Name within Frocedure |

R ESENEN Page 1 of 335

MAME ROLENAME PROCEDURENAME
Aamn Fleund APHIS Employes eFarms
Aaron Guikema APHIS Employes eFarms
Aaron Lehrkuhl APHIS Employes eFarms
Aaron Miller APHIS Employes eFoims
Aaron Mighimoto APHIS Employee eFarms
Aaron Reeves APHIS Employee eFoims
Aaron Scott APHIS Employee eFarms
Aaron Spencer APHIS Employes eFarms
Aaron Westiich APHIS Employes eFarms
Abbey Shalfer APHIS Employee eFarms
Abdoulaye 5 alifou APHIS Employes eFoims
Abed Onwona APHIS Employee eFarms
Abel Troche APHIS Employee eFoims
Abigail Barberena APHIS Employee eFarms
Abigail Kochanik. APHIS Employee eFarms
Abigail Zehr APHIS Employes eFarms
Abraharn ‘walf APHIS Employee eFarms
Abram Lewis APHIS Employes eFoims

Ada Alamani APHIS Employee eFarms

Figure 6-4: Query Window Displaying User Role Assignment Results

5. To further narrow your search, select the Procedure Name and User Name from the
dropdown menus; click Search Name with Procedure (see Figure 6-5).

Procedure Mame l eFams ;” Search by Procedure

Lz Matne. -

Aaron Miller

7
¢
|
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Figure 6-5: Search Name with Procedure Query Option
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6. The query window displays the specifed name and procedure in the display grid (see

Figure 6-6).
Procedure Mame I eForms ;” Search by Procedure |
User Mame |Aaron Miller ;' Search Mame within Procedure |
EAEIEIEN Page 1 of 1
MHAME ROLEMAME PROCEDUREMAME

Aaron Miller APHIS Employes

Figure 6-6: Query Window Displaying Specified User Role Assignment

7.  Once you have completed your query, click the red cancel arrow to close the window
and return to the Metastorm BPM Administration Forms Window.
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